

Hands-on Technical Architect 
& Infrastructure Specialist

Top performing and experienced systems and infrastructure professional with a strong record on cybersecurity best practices, systems availability and a clear understanding of maintenance and configuration best practices.
Able to take on complex challenges and deliver successful outcomes, on time and on budget, collaborating with members of the organisation at all levels.
Experienced mentoring a small team while maintaining a strong hands-on presence with an eye for detail, self-motivating and not afraid to learn on the job to deliver the service level the business requires.
DAMIAN GUNNER
damian@damiangunner.co.uk | 0794 121 7170 | linkedin.com/in/damiangunner
Hemel Hempstead, Hertfordshire, HP1 3RA
AREAS OF EXPERTISE (years)
Microsoft Desktop / Server Operating Systems (15)
Microsoft 365 (4)
Azure AD administration (4)
Intune / Endpoint Management (3)
Firewall and networking (10)
Email Archiving / Filtering (10)
Microsoft SQL Server Administration (10)
Azure MFA / SSO (3)
SaaS / PaaS / IaaS (4)
Active Directory (15)
Group Policy (15)
VMware / vCentre (15)
Cybersecurity Controls (10)
Systems maintenance and upgrades (15)

PROFESSIONAL EXPERIENCE
Delta Tech Solutions, IT Consultant (Permanent, Sept 2021-)
· Maintenance of Windows Server 2019/2022
· Configuration of M365 Conditional Access
· Configuration of AAD
Caledonia Investments, Infrastructure Engineer (Permanent, Aug 2017 –Sept 2021)
· Mentored 1st line support, monitoring the helpdesk, prioritising workloads, and producing documentation to ensure good communication in the department.
· Deployed 2FA and SSO using M365 and DUO technologies.
· Configured Azure AD to provide SAML SSO for enterprise apps.
· Set up and maintained Hybrid Azure AD infrastructure using Azure AD Connect Sync.
· Configured Microsoft Endpoint Manager for corporate devices.
· Configured AAD Conditional Access to manage device access to data and cloud apps.
· Proof of concept for migration of on-premises web server to Azure with VPN Gateway connectivity to the office.
· Deployed Microsoft Teams.
· Configured Azure Application Proxy to provide staff with access to internal web resources when working remotely.
· Migrated WSUS patching to Microsoft 365 Endpoint Manager.
· Windows Server maintenance including SQL, IIS and SSIS.
· Deployed CIS group policies to secure workstations and servers.
· Supported and maintained development, UAT and production SQL environments.
· Led the DevOps development process for a management reporting system increasing deployments from quarterly to weekly.
· Configuration of DNS for Active Directory and Cloud services.
· Configuration and maintenance of Palo Alto high availability pair.
· Management of Extreme networks switches and wireless networks.
· VMware server maintenance and upgrade.

Caledonia Investments, IT Operations Engineer (FTC, Dec 2016 – Aug 2017)
· Technical lead for the refurbishment of head office and a complete refresh of core infrastructure.
· Support, upgrade, and maintenance of Windows Server 2008 – 2012.
· Support, upgrade, and maintenance of Windows 10 Enterprise.
· Deployment, support, and maintenance of SQL Server 2017.
· Two office migrations / relocations.
· Upgrade of Vmware to new Dell hardware including vSAN, vCentre and related technologies.

Damian Gunner Ltd, Consultant, India Investment Partners LLP, 2006 – June 2013
· Microsoft Small Business Server 2003 deployment and management.
· VMware migration and support.
Damian Gunner Ltd, Consultant, India Advisory Partners LLP, 2006 – June 2013
· IT Consultancy
Damian Gunner Ltd, Consultant (Glenalta Capital LLP, Oct 2005 – Dec 2016)
· Microsoft Small Business Server 2003 deployment 
· Office 365 Migration
Damian Gunner Ltd, Consultant (Caledonia Investments, Oct 2004 – Dec 2016)
· Migrated to a hybrid Microsoft 365 environment using AD Connect.
· Migrated Exchange 2016 to Microsoft 365 including DNS management, DMARC, DKIM, SPF.
· Use of Azure Conditional Access.
· Configured Azure AD Connect to synchronise local Active Directory with AAD.
· Configured Azure Application Proxy to give staff remote access to corporate Intranet.
· Support and maintenance of Windows Server 2008 – 2012.
· Support and maintenance of Windows 10 Enterprise.
· Maintenance of SQL Server 2017.
· Responsible for backups and disaster recovery.
· Configured SQL database mirroring.
· Configured virtual server mirroring to remote DR site.
· Upgraded Windows Server 2000 to Windows Server 2003/2008/2012.
· Technical lead on systems upgrades and projects delivering on time and on budget.
· Implemented CIS security policies.
· Configured Group Policy.
· Physical to Virtual server migration using VMware including Virtual Centre.
E-on: D-Gas, IT administrator (Mar 2004 – Sept 2004)
· Planned and conducted office relocation from UK to Holland without business disruption.
Jacques Vert Retail, IT administrator (May 2003 – Jan 2004)
· Responsible for back-office systems availability for the retail EPOS system.
· Rolled out over 100 tablet-based EPOS systems to stores.
Interactive Prospect Targeting, IT Administrator (Jan - Mar 2003)
· Sever administration and desktop support.
Travel (Sept 2002 – Dec 2002)
Arab Bank, IT administrator (Nov 1999 – Aug 2002)
· Designed new Window 2000 architecture for the global roll-out of a new global treasury system.
Brunel IT, IT Consultant (Jan 1998 – Dec 1999)
· Desktop Support for ABN Amro and Clifford Chance
EDUCATION
Southampton Solent University
Electrical and Electronic Engineering, Diploma.
PROFESSIONAL ASSOCIATIONS
· Microsoft Partner
· Member of the Microsoft Cloud Security Private Community

HOME LAB
Since my redundancy in September 2021, I have set up a home lab to further my knowledge of IaC, application containerisation and automation including:
· Azure
· Linux (Ubuntu)
· Docker
· Rancher
· Terraform
· Kubernetes
I am also currently studying for my AZ-900 and AZ-104 certification.

